
**IMPORTANT SECURITY INFORMATION** 

 

Your online security is important to us. On Friday, September 4th we will be upgrading your Business Banking 

experience to include a new security service, known as Enhanced Multifactor Authentication.  

 

Multifactor Authentication means two or more different types, or factors of authentication must be passed. By using 

two different factors of authentication, we get a higher assurance that the customer is the correct intended user. 

 

After September 4th, when logging into Business Banking, you will be prompted for your usual login credentials as 

always. However, in addition, you will be required to select a method that enables us to send you a one-time 

passcode (OTP). The methods available will either be via e-mail or phone.  

 

For convenience, after you successfully authenticate with your password and One-Time Passcode (OTP), you may 

enroll your computer for use in authentication. If you choose to enroll your computer, a special Browser Cookie will be 

placed on your computer, which will act in place of having to request a (OTP) during future logins via your usual 

computer.  

 

Following the enrollment process, your Business Banking experience will remain the same. 

 

Additional commentary, and screen shots of what to expect with this enhancement, can be found below. 

____________________________________________________________________________________________________________ 

 

Business User Enhanced MFA One-Time Passcode Initial Login Experience 

 

Step 1: Business user enters in valid login credentials; User is presented with the Temporary Access Challenge Screen 

 



 

Note: 

• Business user will see the email/phone numbers that have already been setup for delivery via the original application 

• Text message will be greyed out until activated (Steps to activate text message are outlined further in this document) 

 

 

Step 2: Business user select their delivery option by clicking on the hyperlink of their choice.  If they select ‘send to your email 

address’ the system will send the One-Time Passcode to that specific email address. If business user select ‘send to phone number’ 

under Voice call, the system will call the number selected, and provide the OTP via voice 

 

Step 3: Business user will be presented with the Computer Enrollment screen once they enter in the One-Time Passcode and hit 

Continue. Business use will then be taken into the Business Banking application. 

 

Note:  

• Business user will not be required to provide a One-Time Passcode for future logins if they select ‘Enroll this Computer for 

Future Use’. Business user will be required to enter in a One-Time Passcode for future logins if they do not enroll the 

computer 

 

 

Business User Actions to activate the Text Message Deliver option 

 

Step 1: To activate the Text Message Delivery Option 

Login to Business Banking > Administration > Manage One-Time Delivery Passcode.  

  

 

 

Note:  

• Only the Company Admin can update the email address and phone for OTP Delivery for Users 

• Only the First National Bank can update the email address and phone number for OTP delivery for the Company Admin 



 

Step 2: Select the checkbox under Text to your cell phone number 

Note:  The Text Action/Status changes from ‘Not Activated’ to an ‘Activate Text’ hyperlink.   

 

Step 3: Click Activate Text 

When you click the ‘Activate Text’ hyperlink you will be presented with the Phone Activation for Text Messaging screen.  The system 

will send the activation code to your cell phone via text message. 

 

 

 

 

Step 4: Enter in your Activation Code from the text in your cell phone > Hit Submit 

System will take you back to the Manager One-Time Passcode Delivery – Enhanced Login Security screen.  Note: The Text 

Action/Status option changed to Text Activated. 

 

Step 5: Hit Update 



Business User MUST hit Update before navigating away from the page.  You will be presented with the Confirmation – Security Login 

Security screen once the MFA Delivery Options have been saved. 

 

**Your cell phone has been activated for Text delivery. Text Message and the phone number will appear as an option when the 

user is required to provide a One-Time Passcode for any of the challenge points. 

 

Maintenance User Profile for successful delivery of Enhanced One-Time Passcode 

 

Step 1: Navigate to Administration > Add/Change/Remove Users 

 

 
 

Step 2: In the MFA One-Time Passcode Deliver Options section > Enter in phone number(s) and email addresses (if applicable). 

 

 
 

Note:  

• A user can have up to 5 email addresses and phone numbers  

• Text option is greyed out; only the user can activate the text option via the Business Banking platform 

 

 

Step 3: Hit update > You will be presented with a confirmation screen.   

 

Note: Admin will be required to provide a OTP if the Security Challenge has been enabled for the company with changing/deleting a 

user 

 

 
 

 


